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Tesn npaBuia ca paspaborenn o1 [IbpkaBHaTa areHIUs 32 3aKpHJIA HA 1€TETO, B
napraboperso ¢ [iaBma jaupekuus ,bop6a ¢ opranmsupanara npecTbIHOCT”,
HauuonajieH HeHTHP 3a Oe3onmacen mHTepHeT, MHHHCTEPCTBO Ha 00pa30BAHHETO M
naykarta, Pernonanso ynpasjienue na odpazosanuero — Codusi-rpaj, pbKoBoUTE/H HA
odpazosaTenu uucruTyuun o1 Crpio3a Ha paborosarenTe B CHCTEMATa HA HAPOAHATA
npoceera B Buarapus, Capy/KeHHeTo Ha TUPEKTOPUTE B CPEIHOTO 00pa3oBaHHe HA P
bbarapus.

IleuTe HA paBH.IATA €A 1A ce:

o rapanTHpa NpPaBOTO HA JETETO/yMeHHUHUTE HAa JOCTBI [0 MOAXOAAMmA
nHpopMANHS U MATEPHATH B MPEKATA;

@ OCHIIECTBH NPEBEHLHs M CHHTE3UPA HA eJHO MACTO HHpopMaumsTa 32
OMACHOCTHTE B HHTEPHET;

. NpeJOCTABAT KOHKPETHH HACOKH 32 3aKpWja Ha /ieTeTo W 0e30macHo
NOBeJIeHHE B KOMINIOTHPHATA MPEKa B IETCKATA I'PAJIMHA M B YYH/IMINE M B HHTEPHET;

o noA00pH KOOPAMHALMSTA H OTTOBOPHOCTHTE HA YYACTHHUMTE M/HIH

BCHYKH 3aHHTEPECOBAHHU CTPAHM.

OTroBOpHOCTTA 3a rapaHTUpPaHe IpaBarta Ha JIelara i 3alura Ha TeXHUTe UHTEPECH €
CIIOZIENIEHa OTrOBOPHOCT MEXKJY CEMEHCTBOTO, OOLIECTBOTO M JIbpXKaBaTa, 4pe3 HEHHHTe
OpraHy ¥ MHCTUTYIHH. BBIOpeKku TOBA, Ta3d OTTOBOPHOCT € paslpe/iesieHa, KaTo Ts ce maia
MPUOPHUTETHO HA CEMENCTBOTO, MO-CNIEIMAIHO HA POJAUTEIMTE, HACTONHUIIUTE, TIONCYUTEIHTE
WJTH JIPYTHTE JIMIA, IPU KOUTO JICTETO € HACTAHEeHO, TOoraBa Koraro e Ouia npeanpuera Mapka
3a 3aKpuiIa 10 OTHOIIeHHe Ha Hero. OTuMTaliku Tpya0BaTa aHIAKUPAHOCT HA POJUTEIIUTE, B
HSKOM OT CIIyd4auTe U TPYJAHOCTUTE, KOMTO M3LMTBAT B OTIJICKAAHETO M BB3MMTAHHETO HA
JIETETO. B OCHOBOIOJIATAIIMSI MEXKIyHapOJIeH akT 3a rpaBata Ha JeTeTo KomBenuusita Ha
OOH 3a npasara Ha JETETO, KAKTO M B PEIMlla HOPMATHBHU aKTOBE OT HAIMOHAIHOTO HH
3aKOHOJIATEJICTBO, € T[OCOYEHO Kak OOIINeCTBOTO, CONMATHUTE W 00pa3oBaTeIHUTE
MHCTHUTYIMH, M JIbPKaBaTa H3II'BIHABAT TE3M CBOM OTFOBOPHOCTH 3a OKA3BaHE HA aJIcKBaTHA
NOJIKpena Ha CEeMEHCTBOTO, 3a 3aKpuja Ha JETETO W 3a 3alllMTa Ha HErOBUTE TpaBa H
UHTEPECH.

Cerioacio Kompenumsita na OOH 3a mnpaBata Ha [€TETO, POJUTCIUTE HWMAT
I'BPBOCTENEHHA OTIOBOPHOCT 3a OCMIYpPsIBAHE BHCIIMTE MHTEPECH HaA JCTETO Ja ObaaT
I'BPBOCTENEHHO ChOOpaXkeHue. Poautesnre WM, CHOpes ciydas, 3aKOHHUTE HACTOWHUIH,
MIOMEYUTEId WIM JPYTH JIMI@, HPH KOMTO JETETO € HACTAHECHO, HOCAT OTIOBOPHOCT 3a
OTIJIEXKIAHETO M PA3BUTHETO HA JIETETO.

JIbpokaBata, upe3 HeMHUTE OpraHu, TpAOBa Ja npeAnpuemMe NOAXO/IAIIN CTBIKH, 33 1
MOJKPENH POJMUTENUTE MPU U3IBIHEHACTO HA TEXHUTE OTTOBOPHOCTH. AKO HAKOW POJHMTE/IH
He MOraT WM C€ 3aTpy/HsBaT, TO B Te3W Cly4au C¢ HaMecBaT OTFOBOPHUTEC AbpiKaBHH
MHCTUTYIIMH, 3a Ja OCHIYPST CIa3BaHETO Ha IpaBata Ha JICTETO M 3a/0BOJIABAHCTO HA
HEroBUTE HY)K/IM. 3abJDKCHHE Ha Jbpikapara € OCHIypABAHE PA3sBUTHCTO HA HMHCTUTYIHWH,
3aBe/leHMsi W YCAyrW. B Tasu Bpb3Ka pojisTta Ha 00pasoBATEJHUTE WHCTUTYLHH €
M3KTIOYHTENHO BAKHA M KIIoUoBa. Te Morar ja JonpHHecar 3a 00y4eHHEeTO U IPEBEHIMATA
HA PUCKOBETE HE CAaMO Ha JielaTa, HO M Ha POJMTENIMTE, KaTo 1O TO3M HAU4WH MOraT Ja uMart
JBOMHA MoJ3a 3a Aenara. B Tasu mocoka HacTosUIMTe paBuia, 1aBaT OCHOBHU IO3HAHMS 32
OMACHOCTUTE, KOMTO KPUE BUPTYAIHOTO IPOCTPAHCTBO C I€JI OCHIYpsBAHC 3aKkpuiata Ha
JeTeTO OT BPEeJIHK 3a Hero MHpopMallys, MaTepuaiv 1 KOHTAKTH.

OcHOBHHTe HNPHHIHIH 32 paboTa B KOMINIOThbpPHATA MpeXa B JETCKa TpanuHa |
YUYHIIMIIE ¥ B HHTEPHET ca:



1. PaBeH j0CTBIT Ha BCUYKH JICla B YUCHHIIN,

2. 3amuTa Ha JeIaTa i YUEHHIUTE OT BPEIHO MM HE3aKOHHO ChABPKAHKC 1
uH(OpMaNKs KaTo: caMOHapaHsBaHe, ThpProBUs C HAPKOTHIIM, Xa3apT, Mpornaranjiupate Ha
BpEJIHU U ONACHHM HABMIM U JCHCTBHS KaTO aHOPEKCHL, Gysnumust, mopHOrpadus, Tojepupane
Ha pa3iyHi GOPMH HA HACWUIIHE, MPONOBS/BAHE HA TEPOPU3BM, €THUYECKA U PEIMIHO3HA
HETONIEPaHTHOCT, CaMOyOUHCTBO H JIP.;

3. SaurTaHe W 3aul|Ta Ha JIMYHATa HENPUKOCHOBEHOCT,

4. TloaroToBKa W KOHTPOJI Ha JIelaTa U yYCHUIUTEC 3a 0e301acHo ¥ OTTOBOPHO
MTOBEJIEHHE OHJIAKH;

5. CwTpyIHHYECTBO B JyX HA TOJEPAHTHOCT U J00pOHAMEPEHOCT MEXKTYy JeTCKaTa

rpaauHa/yaniimiieTo 1 POJIMTEINTE/HACTOMHUIIUTE.

KoMmioTbpHATA Mpe:ka B JIeTCKa IpajHa M yYWIMIIE CE H3No3Ba B
[le/larorHueckKuTe CUTYalid W ydeOHH yacoBe caMo 3a obpasosateniy uemy. [lsiata Mpexa
oOxBama KOMIIOTPHTE, CBbP3aHH C KaOeqHu u/uiu Oe3KMYHM BPB3KH, CUTYHpaHW B
KOMITIOTBPHHUTE KaOMHETH, 000pY/IBaHH KJIACHU CTal W aIMHHUCTPATUBHHUTE IOMCIICHUSA HA
obpazoBaTenHaTa MHCTUTYIMS, KaKTO U yCTpoicTBaTa (IEPCOHATHH cMapTPOHHU, JIANTOIH U
TabJeTH) ¢ 0€3)KUUYEH TOCTHIT 10 HHTCPHET.

Jlenara v y4eHHIUTE UMaT MPaBo Ha:

1. PaBeH focThII 10 MpeXara Ha oOpazoBaTe/iHaTa HHCTUTYLUS, C M3KIIIOYCHHE Ha
KOMITIOTPHTE B aIMHHACTPATUBHUTE IIOMEILEHHUS.

2. Pabota ¢ ycTpoiicTBaTa (KOMIIOTPH, JIAMTONH U TabJIeTH) B MpeXara ¢
NOJIKperara Ha NeIarOrHueCckKy CIeHaIiCT.

3.  OGyuenue 3a 6€30MacHO 1 OTTOBOPHO MOBE/ICHKE B MperKaTa Ha oOpasoBare/iHaTa
WHCTUTYIIUSI U B MHTEPHET.

4. Wudopmaiys 3a npasuiarta 3a pabora B Mpexara.

5. Cwurypna nudpoBa cpejia B I€TCKaTa rpajuHa i yuHIHIIETO.

6. Tloa3BaHe Ha MOOWJIHMTE CH yCTPOMCTBA U3BBH Y4eOHHUs POLEC (IOYUBKATA U

MEKIydacsTa), a IpY M3PUYHO yKa3aHWe Ha yuuTel — U B y4eOHHs yac/mearoruueckara
CHUTYyaIHsl 3a [EeJIUTE Ha yueOHust Ipoiiec.

BAXKHO! Ilpasuiara 3a Ge3onacHa paboTa B HHTEPHET, KOUTO JIeTaTa U yICHUIINTE
ca 3aTbJDKEHH JIa Cra3Bar, ce IMOCTaBAT Ha BUIHO MSCTO B oOpaszoBarejHaTa MHCTUTYLHMS,
KAaKTO ¥ B KOMITIOTBPHHTE KaOMHETH, Taka M Ha caiiTa Ha JeTcKaTta rpajiHa/yquIHIIeTo. B
HauajioTo Ha ydeOHATAa TOJMHA MO MOJAXOMAIl HA4YMH BCHYKM Ji€la W TCXHHTE
POJMTENM/HACTOMHUIM/TIONIEYUTENIM  CE  3alo3HaBaT ¢ TAX. [lenaro3ure MEPHOIUYHO
HAMOMHST 3a TAX ¥ 3@ CHTYPHOCTTa B MHTEPHET B MOXO/I1M HOPMH ¥ JICHHOCTH, B KOUTO C€
BKJIIOUBAT JIel[aTa/yUCHUIIUTE U POAUTEIUTE UM.

- Yacr L. OrrosopHoctd HA PHKOBOAUTEIHTE HA 00pa3oBaATETHUTE UHCTUTYIHH,
Ha npodecuoHanmucTUTE, paboremu ¢ aeua u ¢ uH(popMALHOHHO-KOMY HUKAIIMOHHH
texunosioruu (UKT)

JIupeKTophT Ha ICTCKATa IPa/IMHa/y YHITHIIETO:

1. Opranusupa AeHHOCTTA [0 H3MBIHEHUETO HA TE3H TIPABHJIA, U OCUTYpPsiBa OCTHII
70 KOMIIIOThpHATA Mpeka, ePeKTUBEH M (IOCTOSHEH KOHTPOJ, TJIAHMPAHETO Ha MEPKH TI0
OpraHM3alysATa 3a Clia3BaHe Ha MpaBuiiaTa 3a padoTara Ha JielaTa U yUCHUIUTE B Mpekata 1
3aIIUTa OT BPEJIHO WJIH HE3aKOHHO ChAbPIKAHUE B HHTEPHET.

2. OcurypsiBa Mpu TeXHUYECKA Bb3MOKHOCT TIPOCIIe/iABaHe Ha Tpaduka,




OCBHIECTBABAH UPE3 Mpexkara Ha oOpasoBaTejiHaTa MHCTHTYIIHA.

3. Tlpu KOHCTAaTHpAHE HA CIIyYan Ha KHOEPTOPMO3, HE3AKOHHO CHIBPIKAHAC 1
noBeleHWe B Mpekara Ha oOpasoBarejHaTa HHCTHUTYIHSA W/WJIN B WHTEPHET YBEIOMSIBA
nesabasHo  KommerentHure opramn — Jlupexknus ,ConuanHo nojomarase’, 1o
MecTonpebuBaBaHe Ha JeTeTo U [ 1aBHa MPEKIHs ,,bopba ¢ opranusrpaHara IPECTHIIHOCT ,
CTENUATH3UPAHUAT OTeN ., KHOepnpecThIHOCT™ Ha MBP. B te3u ciaydan oka3Ba HYXKHOTO
ChICHCTBHE HA KOMIICTGHTHHTE OpraHd C LeJl YCTaHOBABAHC Ha HM3BLPIIMTCINTC H
[peIpueMa MEPKH 3a IPOTHBOACHCTBHE M TPEMaxpBaHe Ha CHOTBETHOTO ChIbpPXKAHUE OT
Mpexara Ha obpasoBaTeHaTa HHCTHTYIHs. Mojke j1a noydasa u KOHCYJITAHTCKa IMOMOII[ OT
HanuoHanHus HEHTHP 3a 0e301maceH UHTEPHET.

4. OpraEu3upa B HAYATOTO HA BCsIKa yueOHa ro/iMHa 3ao3HaBane Ha Jieliata u
YUEHHIUTE U POJIUTENTHTE/HACTOMHUITUTE C NIPaBUIaTa 32 GesomacHa paboTa B MpeKara.

5. OcurypsBa OTTOBOPHO JIMIE (CIIyKATE]T UK HACT BBHIICH CIIEI[HAIIUCT), KOETO Jia
M3IIBJIHABA (PYHKI[MUTE Ha CUCTEMEH aJIMUHUCTPATOP.

YyuTeuTe, HeAArorH4ecKnTe CrelHaJucTi ¥ PbKOBOAUTEIMTE M0 HANIPABJICHUE
UKT ca mbxHy J1a:

|. PassicHsABAT NpaBHiIaTa 3a 6e30MacHO i OTrOBOPHO TOBE/IEHUE PH paboTa B
MpesKaTta Ha 00pa3oBaTeIHaTa MHCTHTYLHS U B MHTCPHET.

2. OChIIECTBSBAT MOCTOSIHHO HAO/II0/IEHHE ¥ KOHTPOJI BBPXY paboTaTa Ha Jenara u
yUeHHIUTE B MpekaTa Ha oOpa3oBareiHaTa MHCTUTYHS B yueOHO BpeEME.

3. Tlpennpuemar He3abaBHU MEPKH 3a [[PEYCTAHOBABAHE HA I0CTRIIA Ha JcllaTa 1
YUEHHIIUTE [0 HE3aKOHHO ¥ BPEJHO CHBPIKAHME B Mpexkara.

4. VBenomsBar He3aO0aBHO JAMPEKTOPA Ha IETCKATa IpaiHa/y YH/IHIIETO NP
HapylIaBaHe HA MPABUJIATa, CIIydan Ha KMOEPTOPMO3 I MPH YCTAHOBSBAHE HA HE3AKOHHO
BPEIHO ChIbpIKAHHME MM MOBEJICHHE B MpeXkaTa.

5. OxkasBaT MOJIKpeNa Ha Jiela U y4eHUIH — 00eKT Ha KHOepTOpMO3, 1pe3
[IbPBOHAYATHA TCHXOJIOIMYECKa MOJKPena OT YUMIHIIHHUS TCUXOJIOr, [pe3 pasroBop OT
CTpaHa Ha MeJaror B 1eTCKaTa rpajiiHa 3a CHIKABAHE Ha HANPEIKCHUETO Y JICTETO.

6. Curnammsupar npu HeoOxoxumocT Jlupexiust ,,COLnanHo mo/iomarase’ 1o
MECTOKMBEEHE Ha JIeTeTO/ydeHHKa C IeJl OLECHsSBaHe Ha Hy)XKaara OT HAcOo4YBAHC KbM
COLMAJIHK YCIYTH 3a OKa3BaHe Ha MOCje/iBaila noAKpena.

CHCTEeMHHSIT afMHHHCTpaTOp (CiyXuTes B o0pa3oBaTeHaTa MHCTUTYIMS WK HACT
BBHIIEH CIICIHAINCT):

1. Ocurypsisa obmara 6e30macHoCT i (yHKIMOHATHOCT Ha MPEKaTa.

2. Ilpeanara u npuiara MEpKH, OrpaHA4aBallih J10CThNA Ha AelaTa 0 yICHULATE 10
BPEIHO WM HE3aKOHHO CHAbPXKAHME W TOBEICHHC B WHTCPHET B ChOTBETCTBHE C
JeHCTBAIOTO 3aKOHOIaTeNCTBO Ha Penybnunka boirapus.

3. U3BbpiiBa NepHOHYEH NPEriie/l Ha KOMITIOThPHATA MPEkKa Ha oOpa3oBaresiHaTa
MHCTUTYIIHS 33 HAIMYMe Ha BH3MOKHU 3aIljlaXd M PUCKOBC 33 CHUI'YpHOCTTa Ha Jernara u
YUEHHIIUTE TIPU paboTa B MHTEPHET.

4, Cneau Tpaduka, OCHIIECTBABAH Ype3 KOMIMIOTHpHATA MPEkKa Ha obpasoBaTeiHaTa
WHCTHTYIIHS.

5. Tlpeanpuema He3abaBHYM MEPKH 32 IPCYCTAHOBABAHE Ha JOCTHIIA HA /ICHATA
YUEHHIIUTE JI0 HE3AKOHHO U BPEJHO CHABPIKAHMC B MPEHKATA.

6. VBenoMsBa He3aGaBHO AMPEKTOPA HA ACTCKATA IPpajiiHa/y YHIIHIIETO MPH CIIydan
Ha KuOEPTOpPMO3, HApyllaBaHe HA TMpaBHiaTa WM HpW YCTAHOBABAHC Ha HE3aKOHHO
CBIbp)KAHKE WM MOBEIECHUE B MPEXKaTa.

7. CwaeiicTsa 3a yCTaHOBSBAHE Ha W3BLPINUTENN Ha KHOGPTOPMO3 U TpHara MepKu
3a OrpaHryaBaHe Ha TAKUBA CIIyuau.



Yacr I1. [IpaBa u 0TTOBOPHOCTH Ha poauteante'

PoauTeanrTe MMaT paso Ja:

1. Tlonyuasar uHdOpMAIMs 32 PUCKOBETC H 3aTIJIAXUTE 32 Oe30MmacHOCTTa Ha
TEXHHUTE JeNa npy padoTa B HHTCPHET B IETCKATA rpajrHa/ydrIMIIEeTO U BKBIIH.

2. Bbaar cBOEBPEMEHHO HH(POPMHUPAHHU, AKO JETETO UM € 00eKT Ha KUOepTOpMO3 B
JleTcKaTa rpanm{a/qunmem.

3. VYuacTBaT ChbBMECTHO C PHKOBOJCTBOTO Ha 00pasoBate/iHaTa HHCTHTYIHA TP
paspelaBaHe Ha BCEKH KOHKPETCH npo6iiemM, CBbP3aH ¢ HapyllaBaHe Ha NPaBUilaTa OT CTPaHa
Ha TEXHHUTE JICLa.

4. YuacTBaT ChC CBOM HPEIOKESHHS B ONPE/IC/STHETO Ha NpaBUIiaTa i MEPKHUTE 38
6e30MacHo M3MON3BAHe HA HHTEPHET B JIETCKATa IPpajinHa/y IHIIHIIETO.

5. Tlonyuar uuopmarms 3a HHGOPMALHOHHO-CUTHATM3ALUOHHH iaTGopmu KaTo
www.gdbop.bg: www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgeybercrime.

Poaurennre HOCIT OTTOBOPHOCT Jia:

1. TIOMOIHAT Ha JIETETO CH Jia H3rPaIu YMEHHs 3a OHJIAifH o0lIyBaHe u 0e301acHo
U3I10J13BaHE HA MHTEPHET.

2. OcChIIECTBABAT MTOCTOSHEH KOHTPOJI 3@ CUT'YPHOCTTA Ha JICTETO CH B UHTCPHET.

3. IlposBsBaT MHTEpPEC KbM aKTHBHOCTTA HA JIETETO CH B MPEXKaTa, BKIIOIUTEIHO 1
CH37aBaHETO Ha NPOQUIN B CONMAIHM MPEKH M PErHCTPALMK B CaHTOBE H MOOUTHH
IPUIOKEHHs, KaKTO W Ja  passcHsAr  IOCNEe]CTBHATa 0T  Ch3/ABAHETO W/uu
Pa3IpPOCTPAHEHUETO HA ONMPEICIICHO CHAbPIKAHUE.

4. Tlpu ycTaHOBSIBAHE, Y€ JACTETO MM € XKepTBa Ha KHOEPTOPMO3, /1a CHTHATU3NPAT Ha
otnen ,,Kubeprpecrsnoct” kbM [1aBHa qupekius ..bopda ¢ opranusupanara MPECTBIHOCT”
(http://www.cybercrime.bg/bg), WM [lenTnpa 3a Oe3omaceH HHTEpPHET
(https://www.safenet.bg/), KakTo U MOrar Jia MOTHPCST ChACHCTBUE OT Jupexiust ,,Conuanto
oJoMAarafe’ Mo MecTOKMBEEHE Ha JIETETO C IeJl OKa3BaHe Ha MCHXOJIornyecka MoJIKpera
Ha gerero. B To3m ciyuait TpsOBa ja yBEJIOMAT? M JMPEKTOpa Ha 00pasoBaTe/HaTa
WHCTHTYIIMS.

5.  CbxpaHspar 31paBeTo Ha JETETO, KATO HPOCIIeABaT BPEMETO 33 U3MOJI3BAHE Ha
WHTEPHET.

6. YBemoMmsT AupeKkTopa Ha oOpasopaTe/iHaTa HHCTUTYIUS, KOTaTo UM CTaHE
M3BECTHO, U€ JETETO MM ¢ OOEKT Ha TOPMO3 OT JPYyro JieTe, ¢ KOETO ¢ B €IHO M ChIIO
YUUITHLIE.

Yaer 1. O6mu npaBmia 3a GesonacHo ofumyBane B HHTEPHET 3a Jenara W
yueHuuuTe (AAANTHPAHH 32 TAX)

Kato geTe W y4eHWK CBbM JUIBXKEH [@ CchasBaM CICJHUTE MpaBuia. AKo ce
3aTpyHABAM B TAXHOTO pa3Oupane, MOra jia 1oJy4a HOAKpena ot POJMTEN WK OT YYUTEI, 32
ia MU OBJIaT OOSICHEHH:

1. Jla He naBam Ju4Ha HH(OPMAIKs: ©Me, aPeC, MapoJia OT CJICKTPOHHA NOLua,

! Ot cTpana Ha 06pa3oBaTesIHaTA HHCTHTYLMS CJie/Ba 1a Ob/aT NpeAnpueTH HEOOXOAMMUTE IeiiCTBUS POAUTEIUTE
1@ GbaaT 3amo3HaTH ¢ TEXHUTE MpaBa W OTFOBOPHOCTH W ¢ npasunara 3a GesonacHa paboTa B MHTEPHET, KOWTO
felarta ¥ ydeHULUTE ca 3aIbJUKEHH Ja Cra3Bat

2 VpeioMsSBAHETO MOJKE /1@ ObJIe B YCTHA MK MTHCMeHa (hopMa, KaTo 3a NpeirnoYuTaHe € nucMeHaTa Takasa.



npodui B coluaiHa Mpexa, JIHICH tenedoHEH HOMED, JAETCKaTa rpajinHa/y4yuIMieTo, B
KOETO yua.

2. Jla me nasam uHpOpMAIus 3a MecTOpaboTaTa WM JIMUEH | CITy)KeOeH teneoHEeH
HOMEp Ha POJUTEIUTE, HACTOWHULIMTE, OIM3KUTE, IPUSTEIUTE, ChYUEHHUIIUTE U MO3HATUTE CH
0€e3 TSIXHO pa3pelicHue.

3. Jla He M3MpaIaM ¥ Ja He KauBaM OHJIAMH CBOM CHUMKHU 1 BH/ICA, 0e3 mpeau ToBa
71a € 00CBHIEHO U B3€TO PELIEHUE C POJUTETHTC MU.

4. Jla ke U3npalaM 1 Jia He Kaupam OHJIAHH CHAMKH W BUJICA Ha TIPUATEIH,
ChbYYeHHIU, POJHUHHU, YUUTENH, OJIU3KH, MO3HATH U ., 6e3 mpejiu TOBA J1a € 00CHICHO C TiX,
a B CllydamTe, KOraTo Ce Kacae 3a MOW NPHUSTEIH, ChYUECHHIM, Ja ¢ ChIIACyBaHo OT TsAXHA
CTpaHa U C POJAUTEITUTE UM.

5. Jla He OTrOBapAM M J1a He OTBAPAM NPUKayeHn (HaiIoBe Ha EIEKTPOHHA MOIHa,
oJlydeHa OT Hemo3Hat nozjarel. Ts MoXe Ja Ch/AbpKa BHpYC HIM Jpyra 3JI0BpeAHa
nmporpama, Kosro Ja yBpeau KOMIIOThpa/Tesiedona/tabaera Win Ja ro Hanpas ys3BUM 3a
BBHIIECH JIOCTBIIL.

6. Ille ce MOCHLBETBAM C POIUTEINTE CH/yUUTEN, PEIU 1A CBaJls MM HHCTAIMpaM
HOBA MPOrpaMa/IIPUIIOKEHHIE HA KOMIIIOTHP, TenedoH, TabeT, KaKTo W HE NpaBs HAIIO, KOETO
MO’Ke J1a YBPEIM KOMIIOThPA HIIM Ype3 JANCHO JCHCTBHE Ja C€ PasKpHsAT JaHHM 3a MCH H
CEMENCTBOTO MH.

7. Hemara, KOUTO IpaBsi B MHTEPHET, He TPOBA J1a BPESAT Ha APyrH XOpa Uid J1a
IPOTUBOpPEYAT Ha yCTAHOBEHUTE TIPaBHJIa (4acT OT TAX €A YPE/ICHH B 3aKOHH).

8. 3BecTHO MH €, 4e ¢ 3a0paHeHo Jla Ce U3IOJI3Ba YyIK/I0 OTPEOUTEICKO HME,
napoJjia U eJIeKTpOHHA IOIIa.

9. Jla He mHIIA ¥ A HE KAa4BaM HHINO, KOETO MOXKE Jia € OOUIHO MIIM YHU3UTEIHO 32
MEH WJIH 32 JPYrH Xopa.

10. He3abaBHO uHGOPMHUpPAM BB3pACTEH (POAUTENL, YUUTE, IUPEKTOP,
[eIarOrMYECKU CHBETHUK), KOTaTo MOMa/Ha Ha MaTepUai, KOMTO ME KapaT Ja ce HyBCTBaM
HEey00HO HJIM HA MAaTepUalld C BPEIHO MM HE3aKOHHO ChIbPXKAHKE, KOCTO MOKE 1a obae
nopHOrpadus, NpPONMOBSABAHE HA HACHJIME W TECPOPH3BM, ETHMYCCKA K PEIUrHO3Ha
HETOJIEPaHTHOCT, THPrOBHUSI C HAPKOTHUIIK, Xa3apT U JIp.

11. Jla He OTroBapsM Ha CHOOIUEHHS, KOUTO ca OOM/IHH, 3aIlIAlIUTEIHN, HEPHITIHHA
WM Me KapaT Ja ce d4yBcrBaM HeyjnoOno. Mmdopmupam poautenute CH/KITaCHUS
PHKOBOJIMTEN, YUUTEI, JIMPEKTOP, MEAArOTHUECKH ChBETHUK 32 TaKNBa CHOOIIEHUS.

12. AKO HSKOI Me 00MKIa WM TOPMO3H OHJIAlH, He oTroBapsaM. JlokianBam ro Ha
OTTOBOPEH BBH3PACTEH (POAUTEN, YUUTEI, JAUPEKTOP, MEIarorniecku ChBeTHHMK). Mora u cam
Ja JOKJaJBaM, KaTo T0JaM CHIHAJl Ha CaMusi CaWT WJIM Ha TIOCOHUCHUTC apeci:
www.gdbop.bg; www.cybercrime.bg: www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro Grnokupam. JloOpe e na Harpass
BejHAra CKpaHHA CHUMKa (CKPHHHIIOT) Ha CHOTBETHHS PAasroBOP WM CHAbPIKAHHME Karo
eIIEKTPOHHO JI0KA3aTeNICTBO, KOETO MpeiaBaM Ha OTTOBOPCH BBH3PACTCH (poauTen, yuuTel,
JIUPEKTOP, I1e/IarOrNUECKN ChBETHUK).

13. Buumapawm, Korato pasrosapam B 4at. [lomas npasnio Nel: e xopara OHJIAMH HE
BHHACM Ca Te3W, 3a KOUTO CE IMPEACTaBAT M MOrar ja ThpCAT onpe/esieHa uHdopmaius, ¢
KOSITO /1a 3JI0YHOTPeAT ¢ MeH Wid ¢ Apyrurte xopa. llpaBuio No2 e ue He mpaBsi HUIIO HA
JIPYT YOBEK B MPE)KaTa, KOETO HE MCKaM Jia MU C€ CJ1y'H U Ha MCH.

14. AKo ce ClIyuH Ja [onajHa Ha HHpopMalus Uik APYro ChIbpKAHUE B Mpexara,
KOeTO He MM XapecBa WM Me IUIAM M0 HAKAaKbB HAYMH, MOra jia mojaM CHrHail Ha
JeHoHOoIHaTa ¥ OesnmaTna HarmonanHara TenedoHHA JIMHUA 32 JICUa 116 111, na otmen
,,JKubepnpecroinunoct xa I'JIBOIT (http://www.cybercrime.bg/bg), na Llentnbpa 3a Oe3oracen
MHTEpHET Ha ajpec: www.safenet.bg, 1 Ha TEXHHS tenedon 124 123, uim npe3 yar-Moayia
Ha www.safenet.bg .

15. TpsaOBa j1a He IpUEMaM CPELIH C JIUIA, ¢ KOWTO ChbM CC 3aro3Hajl/a B UHTEPHET,




OCBeH cliel chriacueto Ha poaurenmre Mu. IlomHsd, ue Xopara, ¢ KOHTO ce 3armo3HaBaM
OHJIAlH, He BHHATW Ca TE3H, 38 KOUTO €€ Mpe/ICTABAT. OnureaM ce BHHAru Jia IpoBepsiBaM
/M YOBEKHT OTCpella HAUCTHHA € TO3H, 33 KOroTo ce HpCAcTaBs ype3 MpoOBEpKa 10 MME,
MMeiil, CHUMKA ¥ KOHTDOJICH BBIPOC, Ha KOUTO Ou TpsAOBaIO Ja 3Hae OTroBOpa, aKo €
naucTHHA To3U. [IpH CHMHEHHE MOXE Ja [10/1aM CHIHAJl MIIA JIa TIOTHpest CHBCT npe3 caiira Ha
[lenThpa 3a Oe3omaceH HHTEPHET www.safenet.bg.

16. V3m0/13BaM HACTPOMKHTE 3a OE30MACHOCT U 3AIIMTATa HA JIMYHATE TAHHH Ha
CONMATHUTE MPEKU, MOOUITHUTE MTPUIIOKCHIUS U Opay3bpHTe.

17. Wsnon3Bam (yHKImMsATa 32 O€301aCHO copupane. Jla He mocelaBam caiToBe B
MHTEPHET, KOUTO Ca ChC ChIbPKAHHE, HEMOAXOIAIIO 32 JIeTCKa ayJIUTOPHSL.

18. M3mnos3BaM TPYAHU (IBJITH, C TJIABHU U MAJIKK OykBU, HHPPH U CTICLHHATHHA
3HAIN) ¥ PA3JINYHH 3@ BCEKM CAUT MapoJiu.

19. V3non3Bam aHTHBHPYCHA [POrpama, KOsITO Cjle/iBa peloBHO 1€ €€ 0OHOBSIBA.
3ae/IHO ¢ OTTOBOPHMTE BB3PACTHM (POJUTEN, YIUTE, JMPEKTOP), MOJUIbPIKAM MOCIIEHUTE
AKTyaJM3UPAHU BEPCUM HA BCUYIKH NPOTPaMK 1 MPATOKEHH.

20. AKO moJi3BaM OOLIM KOMIIIOTPH, BUHATH [TPOBEPSABAM NIl CbM W3JISI3BJ1/M3JIs3)1a
ot npoduna cu, cie Kato cBbpin aca. B cilydaii, ye HaMepsi yCTPOMCTBO, Ha KOETO ApYT
yueHHK € paboTHJI, HO HE € 3aTBOPHII npoduia cu, BeaHara e usissa 0e3 Jia nperiekiam,
MPOMEHSIM HIH 00aBsaM uHpopMaLus B npoduia My.

21. TpsbBa fa ©MaM MpPeJIBUJL, 9€ KOraTo nyGIMKyBaM HEBspHA U U30MaUCHa
undOpMAIHs 3a APyr YOBEK, I0PHU C SCHATA MUCHII, e TOBA € HICTa, TOBA MOJKE Jia JOBEE JI0
370ynoTpeda U 10 HeMPUATHH PEIKUBSIBAHHA 33 TO3H TOBCK.

CBHBETMU 3A 3IPABETO

3a 1a paboTUTE HA KOMITIOTHP, 0e3 J1a yBpeuTe CBOCTO 3/IpaBe, pejlyBaii BpeMeTO CH B
omUTaiiH 1 odiaiiH cpe/ia, KaTo crasBaiTe CIEJHNTE NpaBuiia:

3A JIA HE YBPEJIUTE 3PEHUETO CH:

3a 1a He yBpe/IHuTE 3pEHHETO CH:
PA3CTOSIHUETO MEXJIY OUMTE U MOHUTOPA TpsabBa 1a ObJie OKOJIO MOJIOBUH METHP;

Pa3CTOSHUETO MEK/Ty OUMTE M KIIaBHaTypara jia ObJ1e OKOJIO MOJOBUH METHD;
BbPXY MOHHTOpA He TPsOBA J1a Monajia Mpsika CIrbHIeBa CBETIIMHA;
He pabOTH B CTast, KHIETO HMA CMECEHA CBETIIMHA — CIIbHUCEA 1 W3KYCTBEHA,

BpPEIHO 3a OYHUTE €, aKO 3aJi MOHATOPA /1a nuMa npo3open oe3 IIIOPH U 3aBECH;
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3a jia OTIIOYMBAT OYMTE, OT BpEME Ha BPEME oTMecTBaliTe Iorjieaa OT MOHHTOpa H
noriexaail pe3 Mpo3operia Wik KbM Hak-1aeuHus Kpaii Ha CTasTa BhPXY JajeyeH 00eKT;

v/ eJHMH BT B FOJIMHATA IPOBEPABA 3PEHUETO CH TIPH OUCH JIEKAp (odrammoor).

Ilpu padora ¢ KIaBHATYpaTa:
v/ He mperbBai KATKaTa, KOraro IAIIen;

v creBaif IeKO IPBCTUTE HA PhKATA M OTIYCKal najiena;

v ao6pe € J1a U3I110JI3Balll KjiaByarypa ¢ KJABHUIIHA, KOUTO ca MOoJ1 JICK HaKJIOH.



IIpu padora ¢ MHIIKA:

v MHUIIKaTa TpsioBa Ja ObJie ¢ pasMepa Ha JUIaHTa,

v He JBUKM MHIIKATa camo € Iajena u Majikus MpbeT;

v [10JI3Bai [O/IXOIIA TOUI0XKKA 338 MUIIKATa.

Mebeaunre

v cTosT TpsGBa na ObAe Ha KONeNla, C peryiupyema BHCOUYMHA HA Ceiajikata "

oG leraskaTa, KOSTo TpsioBa 1a OCUI'ypH Ofopa Ha rphOHauHus CTHI0 B o0acTTa HA KPbCTa,

v 6ropoTo TpsAOBa Ja Obje CTAOMIIHO U YCTOHYMBO HA BUOpALIUU.

CXEMA 3A YBEAOMSIBAHE B CJIVYA HA KUBEPTOPMO3

CucTeMeH aIMUHUCTPATOP
(coy)KuTEN WV BBHIICH
CIICIHAJIUCT)

Yuuren, Bb3UTATEN,
PBKOBO/IMTEN
nanpasienune MKT,

JPEKTOP, MeAaroru4ecKu

JlupekTop

CIICiMaJInCT

Ponuren,
HACTOWHUK,
[IOIeYUTEeN, APYT
roJiarany rpuxu

3a JICTETO

/

Ornen KubepripecTbHocT™

Hanumonanya Tejl. JUHUS 3a
K nema 116 111

[ ABOII

www.cvbercrime.bg
ten. Ha [lenTnp 3a
0e30maceH UHTEPHET
124 123

www.safenet.bg

2/

' KPATHK PEYHHUK U JOII'bJJHUTEJIHU CbBETH:

v

Jlupexuus
,,ColuaHo
nojnomarase”




KAYBAHE ¥ CHOAEJSHE HA CHUMKM — CHuMK#i WM BUJCO Ha JICTC, YUYCHHUK,
POJIATES, YUHTEN, IMPEKTOP, ICHXOJIOT, PECypeeH yuuTes, GNMU3KH, TPUSTENH, MO3HATH I
HeMO3HATH JMIA ca YOIMYHO JOCTHIIHE H300pKEHHs B MHTEPHET, KOUTO MOrat Ja ca Ka4eH!
OT POMTENUTE WM APYTH UIEHOBE HA CEMEHCTBOTO, MPHUSATEIH, chydeHUI U ap. Tesu, Kouto
ca TH CIIOCJIMIIM/Ka4/jId B HHTEPHET, MOXKE Jia HMAT 3110 106pH HaMepeHHs KbM HEro/Hesl.
Korato ce Kacae 3a CHUMKH, Ha KOUTO HE CTe aBTOp, ChIIMUTE HE MOrar Ja ObJaT TOJ3BAHA U
monyaspu3upaHd Oe3 ChIJIACHETO Ha TEXHHS aBIop. Ho TtakoBa CbIbp)KaHHE MOXE Ja
HAKBPHSBA JIMIHOCTTA U JIOCTOMHCTBOTO Ha JIMIETO. [TpenopbUUTesHO € MO HUKAKbB IOBOJ Ja
He ce KauBaT CHMMKHM Ha JeTe, 3a KOUTO WMa M Hal-MajKoTO CbMHEHHME, Y€ Morar Ja My
HaBpeasiT M Oe3 HeroBo chriacue. CHONENSHETO HA CHUMKH € HCCTO CpelaHo sBIEHHE B
COLMATHUTE MPEXKH, 3aTOBA OCHOBHA MPEMOPbKa ¢ MOJOOHM CHUMKH Ja Ce CTOACIHT CaMo ¢
XOpara OT CIUChKa ¢ IPUATE/M HA YOBEKa, KOHTO MCKa 1 Kaiu CHUMKaTa, H omle mo-xoope —
camo ¢ rpynara Ha Haif-Ou3KM MPUSTEIN OT PETHust KHUBOT. Ba)kHO €, KOrato ce CHUMa ChC
cMapTdOH, Jia Ce YBEPHTE, e CHUMKHTE HE CC KauBaT aBTOMATHIHO B npoduiia Ha POJAUTEIIS WK
JeTeTo B caiftose kato MucTarpaM Harpumep. B npoduimnre ci B COLUUATHATE MPEKH TpsibBa 1a
CTe CHTYDHH, Y€ CTe HACTPOMJIM JOCTBIIA JIO CHHUMKHMTE CH Taka, 4e Ja ce BIKIAT camo oT
npusitenure Bu. ChWOTO ce OTHACS M 33 HACTPOHKMTE HA 00JlayH{ YCIIYTH, B KOHUTO C€
CHABPKAT CHUMKU M MH(POpMAIIUSL.

GAJIIINUBU HOBUHM - Co3aarenute Ha GajliiBH HOBUHH M3I10J3BAT TPAAUIIHOHHA
MEIMHM T[IOXBAaTH 3a TPUBJMYAHE BHUMAHMETO HA 4YMTATE/d, HANPUMEp HPOBOKMPALIH
3arjaBus, HO ychsBar Ja ro 3a0iy/iaT W Ja ro Hakapat Jia noBspsa, 4ue uH(pOpMaLUATA, KOATO
yeTe, € HCTUHCKA.

Kak aa pa3no3sHaem gaJuinBHTe HOBUHH:

e [IpaBere pasiuKa MEX/Iy XyMOPHCTHYHI H CCPUO3HU HOBHHAPCKH caiitoBe. 3anuTaiire ce —
Ho3HABaTe M MeausTa U uMare s B josepue? Tlpopepere nanyu 3arjaBUCTO, KOETO HECTO €
IPBMKO U MIOMIIO3HO OTIOBapsi Ha ChABPIKAHUETO HA HOBUHATA,

e IIpoBepeTe [anu XKypHATUCTHT € MOCOYHII KOHKPETHO H3TOUHHKA Ha uH(pOpMALS KA
undopmanuaTa ce Oasupa Ha apyra crarus. Ilposepere nam OCHOBHMAT WU3TOYHUK Ha
undopMaIus € J0CTOBepeH. BUHArH MOrIexkIalTe HAYAIOTO WM Kpas Ha CTaTwiTa, KBIETO
OGUKHOBEHO € TOCOYEH M3TOUHMKBT Ha HH(opmanus. AKO ce Kacae 3a uHdopManus, KosTo
MpoU3Jn3a OT JbpiKaBHA MHCTUTYIHS, NPOBEPETE odurmannara i crpaHuua nand Qurypupa
Ta3y HOBMHA WM MOTHPCETE EKCIEPT MO TeMmaTa OT JajeHaTa WHCTHTYIHS. AKO HE € IOCOYEH
W3TOYHHK, € PEJHO Ja Ce ChbMHSABATE B JIOCTOBEPHOCTTA HA HOBMHATA. B noBedeTo JTOCTOBEPHH
MaTtepuany ce MocoYBa HaYMHA Ha ChOUpaHEe HA pHdopManusTa U aBTopa Ha MyOIUKaIHATa.
[IpenopbUMTENHO € Ja e CPaBHU MHPOPMALMATA, AKO € nyOaMKyBaHa B Pa3IMuHU H3TOUHHUIIN;

e AKO MOMAIHETe HA CTATHs, IYOIHKyBaHa B HENO3HAT 3a Bac 0J10T, a HH(pOpMaLHATa HE ¢
TUpa)KMpPaHa HEKBJE JpYrajie, TOBa € 3HaK, 4¢ HOBMHATA MOKE ou e ammusa. Bunaru ThpceTe
¥ IPYrM pe3yiTaTH IO Temara, a ako T¢ Ca MaIKo MM HUKaKBH, 1o-g00pe  He
pasnpocTpaHsiBaiiTe HOBUHATA;

e [lpoBepeTe Aarara Ha ITyOJIMKALMATA, Thil KATO YECTO CTAPA W HEAKTYATHH HOBUHU ce
MyCKaT KaTo HOBH.

OHJIAMH (KUBEP)TOPMO3bT upeacrasisiBa U3NOJI3BAHETO HA HHTCPHET 34
HaHacsiHEe HA eMOIMOHAIHA Bpela BbpXy ApYrd Xopa. [opMO3LT B MHTEPHET MOXKC Jia UMa
pazmuunu popmu. Toif MOXke ja MHHABA MPE3 PaspoOCTPAHABAHE Ha [OIMTPaBaTEIHA M
OGHIHY CHUMKH ¥ BHICOKJIMIIOBE B CAlTOBE 32 CHOJIC/ITHE HA BUICOCHABPKAHNE KATO Vbox7
u YouTube, ch3naBare Ha (anumsu npoduiu ¢ OOMAHO ChAbPKAHUE B COLUATHH MpPEXH
xato Ask.fm, ®eiicOyx u MucrarpaM, KakTo W B CbOOLICHHS U 1300paKeHUs B IIPUIIOKEHUS



3a komyHuKamus karo Ckaiin u BaifObp, Wid B H3NPALIAHETO Ha 00uHN CHOOILEHHS U
KOMEHTApH, B CHIATE CaiiTOBE ¥ MIaTOPMH.

KPAKBATA HA IMPO®UJI (xakuat npodui) npejcTapissa MpUCBOSBAHETO Ha
gy TOTpeOUTENCKH Mpoduil B ConMaiHa Mpexa, miatdopma 3a oOIIyBaHe (HampuMep
®eiicOyK), eNeKTPOHHA MOIIa WK JAPYT CaHT. Kpaxbara cTaBa Bb3MOKHA 4pe3 BJIM3aHE C
[IpaBWIHATA Taposiia B HeWHara MOJAMSHA C HOBA M HCW3BCCTHA 34 4yoBEKa, Ha KOTrOTO
IpMHAICKH TPOPUIBLT. BB3MOKHO € Clell kpaxkbata npoQuibT ga ce H3noN3Ba 0es
JHAHWETO ¥ CHIVIACKETO HA MHPBOHAYAIHUS COOCTBEHHK. AKO HA JETE MO/l 3a/bJIKUTEIHATA
38 TOBEUETO COIMAIHY MPEKH Bb3pacT OT 13 roguHu (Tasu Bb3pacT ¢ Takasa, 3alloTO IO-
FOJIIMATA YacT OT MOMYJIAPHM COLHATHHE MPEKH Ca aMEPUKAHCKH U IpaBuiaTa 3a MoJI3BaHe ca
ChOOpA3eHH C AMEPUKAHCKOTO 3aKOHONATENCTBO) Ce Ch3laBa cobcTBeH TpOodUI BBHB
deiicOyK, MHOTO € BaXKHO IpH U300pa Ha BH3PacT Jia ce u30epe o 18 roaunu, Thid KaTo 3a
HEITBJIHOJIETHUTE TIOTPEOUTETH MMa BaXKHH JIOTIBJIHUTEITHA 3alUTH.

KPAYKBATA HA JIMYHU JAHHMU e Bu{ KOMIIOTBPHO MPECTHINICHUE, ITPU KOETO
ce mpUIOOMBAT WYXK/M JIMYHK JaHHM C Led (UHAHCOBA M3Mama HIiH 350ynoTpeda Karo
TerneHe oT GAHKOBA CMETKA, MJIM KaHMAATCTBAHE 3a KPeJUT OT 4yXk10 ume. Ta3n omacHoCT
[10 TIPUHIAI HE 3acsra M0-MaJKUTe JIEla, KOUTO HE NPUTEKABAT JIMUHH JOKYMCHTH, OaHKOBU

cMeTkd wid Kaptd. Ho mpu twiiHeiipkbpute Haj 14-roJMIIHAa BB3PAacT TO3M PHUCK CTaBa
aKTyaJeH.

OUIIUHT ATAKHUTE ca naii-pasnpoctpanenara ¢popma Ha MurepHeT usmama u
[IMPOKO HM3MOJI3BAH [OXBAT OT KOMIIOTBPHU IIPECTHIHMIM 3a IOJyqaBaHe Ha BaXKHA
unpopmanus. ToBa NpecThIUICHHE €€ Hapuya bummnr” (,phishing” — "3apubssane”,
npousim3a ot fishing — pub0J0B), 3aOTO CAEKTPOHHUTE CchOOIIEHNs, KOUTO c€ paslipauiar,
ca Karo .BLAMIM’ C OCHOBHA I/ MOJydaTeluTe Ja Ce ,XBaHal Ha TAX MOpajd CBOATA
HEONMTHOCT ¥ HEOCBEJIOMEHOCT, KaTo MM orroBopsr. llpu QuimHra M3MamMHUIKATE
pasnpaimar eJIeKTPOHHA IOINa, KOSTO MPETCHIMPA, 4e WBA OT NOYTCHA KOMIAHMA H ce
onuTBa Ja yOemu mosydarens [a Jaie BaKHA JIMIHA WK ¢unancosa HHpOpPMANUS.
EJIeKTPOHHOTO CHOOIIeHHe OOMKHOBEHO MOJIHM Ja CE M3MPATAT JIMYHH JAHHA W JaHHH 33
GaHKOBA CMETKa B OTFOBOpP HIIM Jia cé BbBeJaT Ha yeOCallT, KbM KOMTO MMa BPB3Ka. Te3n
JIAHHK ca HAIIPUMEp MOTPeOUTENICKH MMEHA, [TapOJIH U HOMEPa Ha KPEJIMTHH KAPTH.

KAK CE TA3APYBA BE3OIIACHO B UHTEPHET? Ilpenu na nasapysate OT
eJIEKTPOHEH MarasvH, ¢ MOJIe3HO Ja OObpHETEe BHMMAHHUE HANMYHA JIH © uHpopMaIMa 3a
umeto, agpeca u Tenedona na Thproseua. He nponyckaiTe Ja IMpOBEpUTE U JajH
JOCTABYMKBT € [OCOUMJ M3PUYHO 1PaBOTO BM 110 3aKOH Jia ce OTKaxeTe OT rHopbukara B
pamkute Ha 14 jun. Tlonesno Ou Owio jaa npoyerere BbB (POpPYMHTE OT3MBH OT ApYIrd
NOTPEeOUTENTH, KOWTO Beue €A NaszapyBaii OT BhIPOCHUs CICKTPOHCH MArdsHH, KbM KOWUTO CTE
ce Hacoumnn. THProBelsT € ATbkeH J1a Bu uH(opmupa 32 OCHOBHUTE XapaKTCpUCTHKHI Ha
BCAKA OT IIPEUIAraHkTe OT HEro cToku u yciuyr. ToH TpsAOBa J1a TOCOYM TsXHATa IeHa €
BKJTFOUCHH BCHUKM JAHBIM ¥ TAKCH, KAKTO U CTOMHOCTTA Ha MOLICHCKUTE WK TPAHCIOPTHUTE
pa3xoj, aKo He ¢e BKIIOUYCHU B KpalHaTa 1CHA. Ha caiita cieqBa ja Obae IOCOYCH HAYMHBT
Ha IUIAAHE, JIOCTABKA M M3IIbJIHEHHe Ha J0ToBopa. Bauie mpaBo € Ja BbpHETe, 3aKyleHara
OT eJIEKTPOHEH MarasuH cTOKa, ako ce OKake 1e(eKTHa. PexiamanusTa cu 3a Jie)eKTHa CTOKa
crle/Ba 1a TPEIsBUTE B HAKOM OT OOCKTHTE Ha Thpropena, oT KOWTO cTe s 3aKymuin. AKO
THPrOBElbT yBaXH pekiamanusira Bu. B paMKHTe Ha MECCl TpsaOBa WM @ PEMOHTHpA
GesmiaTHO 3a Bac cTokara WM Ja g 3aMeHM ¢ HoBa. B ciydail ue He ycree fa CTOpd €IHO OT
JBeTe, CIIe/Ba WM Ja HaMmallM LieHata, WK Jla BbpHETe CTOKatd, d TOil Ja Bu BB3CTAaHOBU
3anjiaTeHara 3a Hes cyma.



3AIIUTA HA KOMITIOTHPHUTE MPEJKH OT OITACHA EJIEKTPOHHA TTOIIA

1. He TpsiGBa /1a ce nposiBsBa HHULMATHBA 32 [10J1y4aBaHe Ha UMEIII TucMa, HHTEPHET
CTPAHHMIIM, KOUTO IpeuiaraT Oe3niaTHy Wil IIaTeH yCIyri 1 CTOKH, YeCTO Tpeularaiy Ja
BH M3IIPATAT MPOMOIMH 110 e-mail. OTkakeTe TaKaa yciyra.

2. Vmeitn ajgpechT ce CIOAC/ss camMo IpH HYXa. Koraro ce mpejiasa 1o €IuH WA
JIPYT MOBOJI, C& BHAMABA 3a CJICJHUTE JIBC HCIIA: IIHPBO ik OpraHu3anusTa Wik 9Y0BEKbT,
KOMTO TO TOJIyYaBarT, [Ie BH M3MPATH HEXENaH HMEH; BTOPO, MOXKE Ji Ja ce pa3uuTta, 4e
MMeii afpechT HaMa Jla Ob/ie 1aieH Ha TPETO JHIIC.

3. He ce oTBapsT MMeimre B Hexeslana nouia. Hukora ne ce OTBapsIiTe MPUKAYCHU
daitnose B CHOOLIEHHS OT HETIO3HAT H3Mpariay. AKO HE ce Io3HaBa uMeTo B nosieto ,,Ot1”, He
oTBapsiiTe nMprKadeHus Qai.

4. AKO ce TIOJy4d HEOYaKBaHO ChOOMICHHE ChC CTPAHEH MPHKadCH ¢aiin oT 1mosHat
W3mpamiad, TO OM MOIIO Ja ChIbpkKa BUPYC. MHOro 3JI0BpEeIHH IpOrpaMu ce
Pa3MpOCTPAHsBAT 0 BCHYKM KOHTAKTH, KOMTO HAMEPST B MOLIATA HA 3apasCHHA KOMITFOTBD.
TaxuBa ChOGLICHHS YeCTO UMAT CTPaHHA TeMa WM MMe Ha npukadenus (aiin. Hecro ToBa €
[LIEFOBHTO CHOOIICHHE, HAChpPUYABAIIO TOJTyYaTeNs Ja BUIAM KapTUHKA WX Ja IPOHeTe
pUKaueH TekcToBU (aiin. BuHarn m3nckpaiite NOTBHPXCICHHE OT M3Npallada, Ipeiu na
OTBOPHUTE CHOOIIEHHE U NPUKadueH (ailil OT TaKbB BUIL.

5. IlpoBepsiBa ce IBIHOTO MME Ha NPUKAYICHHS Gaiin. CkpuTuTe paAsMIUPEHUs OT
puMeTo Ha (aitma morar Ja 3a0iy[sT /ia OTBOPUTEC 3apascH MPHKAdCH ¢aiin or uMmeiina.
Bumnaru ce mpoBepsiBa Aalid MMEHT MPUIOKEHUETO MOKa3Ba MBJIHOTO HME Ha MPUKAYCHHA
(baiizn, BKIIFOUMTENHO pasiuupenueTo. Bupycu 1 uepsen Morar Ja ¢e Chbpiar BbE daiinose,
KOMTO M3IVIEKIAT KATO KapTHHKHM, HampuMep ¢ pasmupenne .jpg. Ho ¢ Bb3MOKHO /@ UMat
CKPHTO paslIMpeHHe, Karo .exe Wid .vbs KbM HMETO Ha daiina, KoeTo o3HA4YaBa, 4Ye
npukadeHHsAT (Baill He e KapTMHKA, a Mporpama, KOATO 1ie Ce CTapThpa, oM Ce OTBOpH
npukadeHus Qai.

6. Buumapa ce ¢ (ammEBuTe TpEAYNpekaeHHs 3a Bupycd. dammmsure
HpeyNpekICHNs 3a BUPYCH Ca H3BECTHH KaTo "hoaxes". Topa e (hamBO CHOOLIEHUE, KOETO
[O/IBEXK 1A OTPEOUTEIUTE J1a BAPBAT, Ye Ca MOJIYYHIIM BUPYC M M HAChpUiaBa /J1a IperpatsT
TIpelyPEKICHIETO Ha BCEKH, KOTOTO NO3HABAT.

7. He otBapsiite uMeia, ChIbpiKall HeXelaHa peKiama. Toit Moxe na Oble
M3MOJI3BaH 3a IpeHacsHe Ha BUPYCH u uepBen. OT ChOOpaXeHHs 3a CHIypHOCT Ou TpsOBaIO
Ja M3TpHBATE BCHYKU PEKIAMHHM CHOOIICHHMS OT HEMO3HAT W3lpalnad BeaHara, 0e3 1a ™
OTBapsiTe.

8. He ce M3MON3Ba caMO eHA MOLIEHCKA KyTusi 3a BCHUKO. CHENHANUCTUTE TIO
KUOEPCHIyPHOCT MPENOPBYBAT J1a €€ OTKPUBAT HAKOJIKO PasIMiHU NOLIH U ia C& PAsACIAT o
npeaHa3HaYeHue.

9. M36sreaiiTe ChHIIO Taka Jia Mperpaiare MucMa Mex/1y HAKOJIKO BallH HMOMICHCKH
KyTHH.

10. He e mpenopbuuTeNIHO Ja Ce Ipernpam@r MucMa J0 HAKOIKO HOBCKa
enHoBpeMeHHO. OcoOeHo TaKuBa, OT THIIA - "IperpareTe TO JI0 7 YOBEKa W IIE BH CE CIy4H
Hemo Xy6aBo" WK "MOMOrHeTe Ha GOJHOTO MU JIeTE. KaTo NPEMpaTHTE TOBA ITMCMO Ha MHOTO
Xopa, eI KO# cH Lie MU Jale 3a BCCKU 3 umeiina 5 uenTa, Hanpumep. Tesu mucma ce
pasrpocTpaHsBaT € Liejd ChbOMpaHe Ha NEHCTBUTEIHU UMEII apecH, Thil Karo IpH
npernparane, KbM [HCMOTO ¢e J100aBsST aBTOMATHYHO W aApecuTe Ha HPCAHUTE MOJTy4aTeliu.
CrieJl HAKOIKO MpENpalianysi, B €HO TAKOBA MMCMO Ce ChOMPAT HAKOJIKO CTOTHIM pEalHi
MMEilT azipeca, KOUTO e TOBA CE POjIapat Ha (hUpMH 3a criaM.

11. AKo BCe MaK MCKaTe Ja MPEerpaThTe HAKAKbB TEKCT Wik HHPOPMAIKS, KOITO CTe
TIOJTy4HJIN, KONKpaiiTe TeKCTa U ro U3Iparere KaTo HOBO MHCMO. He npemnparmmaiite npeaHoro,
BBIIPEKH Y€ € IMPUMaMIIHBO MO-JIeCHO. TaKa me npe/nasuTe IPUsTeIMTe CH OT OBJIe1 cram.



12. Ako mopamd HAKAKBa IPUUMHA JBPKATE @ MPENpaTuTe OPUrHHAIHOTO MHCMO,
cokere agpeca B BCC (Blind Carbon Copy) BMecTO B CC. Taka HHKOU OT IOJIy4aTe/IuTe
HSIMa @ BUIM aipPECHTe Ha Apyrute mojydarenu. [IpuumHara ja ro Msmonspare He € Ja
CKpHeTE TIoJTydyaTeuTe eIMH OT APYT, a 1a TH IpeAnasuTe, B ciyuaii ye ajpecHaTa KHWra Ui
eIeKTPOHHATA IOIIA HAa HAKOW OT TAX CTaHe JIOCThIHA Ha criam-00T (HampuMmep IHopaau
BUpyCcHA MH(EKIKS Ha KOMITIOTHPA MY ).

13. Tleuanba ot notapus: He cre credenund. CraMbpuTe H3MOJI3BAT Hall-pa3InyHu
NPAMAMJIMBH 3arjiaBds Ha TMCMaTa, 3a Jia Hakapar Mojydareid Ja rd OTBOPH. Msoro
noTpeOUTeH HAUCTHHA OTBAPAT MO00HM nuema. Jloph ciel OTBapsSHETO BEAHAra ja ro
H3TPHETE, CAMOTO OTBAapsiHE HA MHCMOTO OH MOIJIO JIa MOTBLP/IM, Ue aAPECHT € PCajCH 1 BUC
CTE I'0 MOJIYYUJIH.

14. OrmucBaHe OT OIOJETHH, 3a KOWTO He MOMHHMTE Ja CTe ce 3amucBaid. decto
CpelaH METOJI, U3MOJ3BaH OT CHaMbpUTE 32 HAMMPAHC HA AKTMBHHUTC TOLICHCKH a/[PECH.
Wsnpama ce OGlOJMETHH C JHHK 32 OTHUCBaHe (YXK) OT HOJIyYaBAHCTO MY. OrnucBaiiku ce,
BCHIIHOCT TOTPEOUTEST MOTBBPXKIABA, Ue W3II0J13Ba MOMIEHCKATa KyTHs, ¢ KOCTO BE1Hara
BIM3a B ClIaM JKCTUTEe. BMecTo ja ce oTmmceBate, OJOKMUpalTe MoJiydYaBaHEeTO Ha MucMa ot
TO3H aJipec.

15. He orBapsiite mucMa, kouto ca Quuuar arakd. Haii-noOpust HauumH na ce
3aUUTATE OT (PUINUHT ATAKU € KaTO HUKOTa He OTBapsATe QUIIMHT MHCMa, HO YECTO € TPYIHO
7a ce pasno3Hae Koe mueMo ¢ GpuiuHr ataka. Moxere Jia I pa3ro3HaeTe 1o:

e O6pbmenueto ¢ "Dear Customer” wiu "Dear User", a ne Batuero ume.

e B nucMoTo TMIne, ye akayHThT Bu e ObJe npekpareH B CIy4aii, ue He MOTBBPIUTE
JaHHATE cM HeszabasHO. /Hackopo crambpuTe H3oi3Baxa mojaooeH noxsar koraro Ckaidn ce
cpuna 3a 1 jen. PasnpocTpaHuxa ChOOUICHHS, Y€ CKaMIl I1e YUCTH HEAKTUBHH akayHTH U CC
HCKaIlle []a ce PasnpaTu ChoOuieHre Ha TToHe 15 noTpeduress, 3a Jia ¢e I0KaxKe AKTHBHOCT./

e VMeiirbT HIBa OT aKAYHT, MPUIIMYAIL, HO HE €JHAKBB ¢ TO3H, KOWTO H3I0/I3Ba
p3BecTHA (PUPMA, OPraHM3aIMs U p. AKO HE CTe CUTYPHHM Ja/li IACMOTO ¢ UIIMHT W HE,
Hali-7100pe € 1a He OTBapsTe JUHKOBE, KOMTO Ca IyOJMKyBaHH B HEro, a Jia HaIMIICTe Ha
pbKa ajapeca Ha caifTa, KOWTO BH € HEOOXOIUM.

e AKO CTe MOJIYSHIIH TAKOBA ITUCMO, 3a MPE/NoUHTaHe ¢ Jia 6J10KMpaTe agpeca, 0T KOUTO
e u3npateno. Koraro ro Grokupare, Bue naBare ykasanus Ha HOIICHCKUAT KINCHT, U€ TOBA €
criaM 1 He TpsGBa jga ce npuema. [loBeuero norpeburenu 0daye MPOCTO U3TPUBAT CriaMa 1
TOM MPOBIIKABA JIa UJBA B KYTHITA.

Hacrosimure npaBwia ca paspaborenn ¢ oruex ¢opmupane na HOJUTHKH B
JAeTCKHTe TPaMHH M YYHWIMIATA, KOWUTO /a2 OpraHu3MpaT H3N0J3BAHETO “Ha
06pazoBaTeHHs MOTEHIHMAT KAKTO HA KOMIIOTHPHATA MpEXa Ha o6pasoBare/HATA
MHCTATYLHSI, TAKA U HA [J100ajHaTa MpexKa, B ChUeTaHHe Che cuUcTemMa OT MEpKH 32
CHT'YPHOCT M 6€30MACHOCT HA IeNaTa U yueHuuure. TIpniaraneTo MM HA NPAKTHKA HEJIH
'noaumasan'e'ro" HA nu«bopmnpaﬂocﬂa W JUTHTAJIHATA TPAMOTHOCT HA OOI(HOCTTA OT
Jiena, POHTE/IH, YIUTe/IH, IHPEKTOPH U cayskaTen.’

3 [paBunata ca cbriacyBaHu H pazpaboTeHH U ¢ yHacTHETO Ha EKCIICPTH OT OTAC] ,.KubeprpecTbnHocT” KbM
[aBHa aupekums ,Bopba ¢ opratusupanata npectbnHoct” u ¢ Henrbpa 3a Oe3zonaceH UHTEPHET.




